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Abstract: The most problem in analysis of communication protocols and communication data for mobile terminals
is that many mobile applications do not have the relevant public technical documents, and it is difficult to know the
type of communication protocol it adopts. The instruction execution sequence analysis technique takes the instruc-
tion sequence executed by the program as a research object, and inversely infers the message format and the state
machine to obtain the communication protocol. However, due to the incomplete collection of sequence information,
the state machine infers that the inference is incomplete and cannot be effective. A novel protocol reverse scheme
based on state machine comparison is proposed, which can be used for the forensics of mobile terminal communica-
tion data. The scheme first uses PIN for dynamical identification of the taint, and track it and analyzes the trajectory
to obtain the message format. Secondly, the message clustering is performed on the basis of the message format to
infer the protocol state machine. Finally, the LCS algorithm is used to compare the state machines to get a complete
protocol state machine. This article tests and evaluates the scheme based on two types of application design experi-
ments on the Android platform. The experimental results show that the results are both complete and real-time, and
have practical value.
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msg_id msg_time msg_type |protocol msg_content
Click here to define a filter
1 2015-04-24 14:04:26  SEND POP3 USER shinestudy@163.com
2 2015-04-24 14:04:26  RECV POP3 +OK core mail
3 2015-04-24 14:04:26  SEND POP3 PASS mss331437
4 2015-04-24 14:04:26  RECV POP3 +OK 75 message(s) [930389 byte(s)]
5 2015-04-24 14:04:26  SEND POP3 STAT
6 2015-04-24 14:04:26  RECV POP3 +OK 75 930389
7 2015-04-24 14:04:26  SEND POP3 usT
8 2015-04-24 14:04:26  RECV POP3 +OK 75 930389
9 2015-04-24 14:04:26  SEND POP3 uIDL
10 2015-04-24 14:04:26  RECV POP3 +OK 75 930389
11 2015-04-24 14:04:26  SEND POP3 QuIT
12 2015-04-24 14:04:26  RECV POP3 +OK core mail
13 2015-04-24 14:09:56  SEND SMTP EHLO [172.22.226.3]
14 2015-04-24 14:09:56  RECV SMTP 250-mail
15 2015-04-24 14:09:56  SEND SMTP AUTH LOGIN
16 2015-04-24 14:09:56  RECV SMTP 334 vxnlemShbwU6 21ed4d9ed-4980-8d97-44775c22¢f3
17 2015-04-24 14:09:56  SEND SMTP user: bwVuz3NoYw42LEyMOAxXNjMuY29t
18 2015-04-24 14:09:56  RECV SMTP 334 UGFzc3dvemQ6 21e4d9ed-4980-8d97-44775c22cf3
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